AGENDA ITEM
MEETING DATE October 4, 2017

SOLANO COMMUNITY COLLEGE DISTRICT
GOVERNING BOARD AGENDA ITEM

TO: Members of the Governing Board

SUBJECT: CONTRACT AWARD TO DIGITAL SCEPTER FOR
EQUIPMENT AND PROFESSIONAL SERVICES FOR THE
IT INFRASTRUCTURE PROJECT

REQUESTED ACTION:

[ lInformation OR  [X]Approval
[ ]Consent OR  [XINon-Consent

SUMMARY:

Board approval is requested for award of a contract to Digital Scepter to provide equipment and
professional services for the IT Infrastructure Upgrade Project. The scope of the contract will be to
provide and install a pair of network firewalls, migrate existing configuration to the new firewalls,
provide a new secure VPN setup, and extend a server vian.

Digital Scepter submitted a proposal based on CMAS contract #4-08-70-2626A.
CONTINUED ON THE NEXT PAGE

STUDENT SUCCESS IMPACT:
[_|Help our students achieve their educational, professional and personal goals
[ ]Basic skills education
[ Workforce development and training
[ ]Transfer-level education
X]Other: Update infrastructure that supports classrooms or related College facilities

Ed. Code: Board Policy: 3225; 3520 Estimated Fiscal Impact: $241,277.50 Measure Q Funds

X APPROVAL [ ] DISAPPROVAL

SUPERINTENDENT’S RECOMMENDATION: []NOT REQUIRED [ ] TABLE

Lucky Lofton
Executive Bonds Manager

PRESENTER’S NAME

4000 Suisun Valley Road
Fairfield, CA 94534

ADDRESS Celia Esposito-Noy, Ed.D.
Superintendent-President

(707) 863-7855
TELEPHONE NUMBER

Vice President, Finance & Administration September 22, 2017

VICE PRESIDENT APPROVAL DATE APPROVED BY
SUPERINTENDENT-PRESIDENT
September 22, 2017
DATE SUBMITTED TO
SUPERINTENDENT-PRESIDENT




AGENDA ITEM

MEETING DATE October 4, 2017

SOLANO COMMUNITY COLLEGE DISTRICT
GOVERNING BOARD AGENDA ITEM

TO: Members of the Governing Board
SUBJECT: CONTRACT AWARD TO DIGITAL SCEPTER FOR

EQUIPMENT AND PROFESSIONAL SERVICES FOR THE
IT INFRASTRUCTURE PROJECT

SUMMARY::
CONTINUED FROM THE PREVIOUS PAGE

The Board is asked to approve a contract award to Digital Scepter in an amount not to exceed
$241,277.50.

The contract is available online at: http://www.solano.edu/measureq/planning.php.



http://www.solano.edu/measureq/planning.php.

CMAS AGREEMENT
UNDER CMAS CONTRACT PRICING AND PROVISIONS
(Digital Scepter)

This CMAS Purchase Agreement (“Agreement”) under the State of California Multiple
Award Schedule Contract Numbers 3-08-70-2626A is entered into between the Solano
Community College (“District”) and Digital Scepter (“Provider”) as follows:

RECITALS

WHEREAS, the District wishes to purchase one pair of Palo Alto Networks firewalls in
Active/Passive HA and a like-for-like migration of the existing Cisco 5585 ASA’s
configuration to the Palo Alto Networks firewall pair, provide a basic GlobalProtect VPN
setup, and extend a server vlan from the core 680 to the Palo Alto for East/West filtering
capability in a cost-effective manner;

WHEREAS, the District wishes to avail itself of the benefits and protections of the
State of California Multiple Award Schedule program (“CMAS”); and

WHEREAS, Provider wishes to contract to provide the District with the Technology
Goods (as defined below) that it needs and is willing to provide them pursuant to CMAS
program requirements and in accordance with additional terms negotiated between the
District and Provider.

NOW, THEREFORE, for and in consideration of the mutual promises and covenants
herein, and for other good and valuable consideration, the parties have agreed and do agree
as follows:

TERMS AND CONDITIONS

1. CMAS Contract. This Agreement fully incorporates by this reference CMAS Contract
Number 3-08-70-2626A (“CMAS Contract”), attached hereto as Exhibit “A” and all
of its amendments, forms, riders, and CMAS program terms and conditions.

2. To the extent any term or condition of this Agreement is inconsistent with the CMAS
Contract, the CMAS Contract shall control, except for the price, delivery, and
payment provisions in this Agreement, which shall control over all other
contradictory provisions in the CMAS Contract.

3. Products and Price. Provider agrees to sell and supply, and District agrees to
purchase, the products under the CMAS Contract (“Technology Goods”) at the
reduced negotiated prices as indicated (“Quoted Price”) on the attached Exhibit “B”.
Provider acknowledges and certifies that the Quoted Prices are equal to or less than
the prices as accepted by the State of California Department of General Services for
the identical items under the CMAS Contract.

4. Payment and Delivery.

4.1. District shall pay Provider for the Technology Goods within forty-five (45)
days of (i) the date of acceptance of the Technology Goods; or (ii) receipt of
an undisputed invoice, whichever is later.
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5.

4.2. Provider shall deliver the Technology Goods in accordance with District’s

instructions. Shipping is included in the Quoted Price.

Insurance.

5.1. Provider shall procure and maintain at all times it performs any portion of the
services under the Agreement the following insurance with minimum limits

equal to the amount indicated below.

rType of Coverage Minimum

Requirement

Commercial General Liability Insurance, including Bodily
Injury, Personal Injury, Property Damage, Advertising Injury,
and Medical Payments

Each Occurrence $ 1,000,000

General Aggregate $ 2,000,000
Automobile Liability Insurance - Any Auto

Each Occurrence $ 1,000,000

General Aggregate $ 2,000,000

Workers

’ Compensation

Statutory Limits

Employe

r’s Liability $ 1,000,000

5.2. Proof of Insurance. The Provider shall not commence performing any portion
of the services under the Agreement until all required insurance has been
obtained and certificates indicating the required coverage have been delivered
in duplicate to the District and approved by the District.

Commercial General Liability and Automobile Liability Insurance.
Commercial General Liability Insurance and Any Auto Automobile Liability
Insurance that shall protect the Provider, the District, and the State from
all claims of bodily injury, property damage, personal injury, death,
advertising injury, and medical payments arising performing any portion
of the services. (Form CG 0001 and CA 0001, or forms substantially

similar, if approved by the District.)

Workers’ Compensation and Employers’ Liability Insurance.

Workers’ Compensation Insurance and Employers’ Liability Insurance for
all of its employees performing any portion of the services under the
Agreement. In accordance with provisions of section 3700 of the California

Labor Code, the Provider shall be required to secure workers’

compensation coverage for its employees. If any class of employee or
employees engaged in performing any portion of the services under this
Agreement are not protected under the Workers’ Compensation Statute,
adequate insurance coverage for the protection of any employee(s) not
otherwise protected must be obtained before any of those employee(s)

commence performing any portion of the services.

insurance policies shall include the following:

5.2

.1. A clause stating:

date of mailing notice.”

Certificates and

“This policy shall not be canceled or reduced in
required limits of liability or amounts of insurance until notice has been
mailed to the District, stating date of cancellation or reduction.
of cancellation or reduction shall not be less than thirty (30) days after
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5.2.2. Language stating in particular those insured, extent of insurance,
location and operation to which insurance applies, expiration date, to
whom cancellation and reduction notice will be sent, and length of
notice period.

5.2.3. An endorsement stating that the District and its Governing Board,
agents, representatives, employees, trustees, officers, consultants,
and volunteers are named additional insured under all policies except
Workers’ Compensation Insurance, and Employers’ Liability Insurance.
An endorsement shall also state that Provider’s insurance policies shall
be primary to any insurance or self-insurance maintained by District.
An endorsement shall also state that there shall be a waiver of any
subrogation.

5.2.4. All policies except the Workers’ Compensation Insurance, and
Employers’ Liability Insurance Policies shall be written on an
occurrence form.

5.3. Acceptability of Insurers. Insurance is to be placed with insurers with a
current A.M. Best’s rating of no less than A: VII, unless otherwise acceptable
to the District.

6. Licenses. Provider and all of its employees, agents, and contractors shall secure and
maintain in force, at Provider’s sole cost and expense, all licenses, registration and
permits as are required by law, in connection with the furnishing of products,
materials, supplies, or services herein listed.

7. Labor Code Requirements.

7.1. Provider's contractor shall comply with all applicable provisions of the
California Labor Code, Division 3, Part 7, Chapter 1, Articles 1 — 5, including,
without limitation, the payment of the general prevailing per diem wage rates
for public work projects of more than one thousand dollars ($1,000). Copies
of the prevailing rate of per diem wages are on file with the District or
available online at http://www.dir.ca.gov/. In addition, Provider’s contractor
and each subcontractor shall comply with Chapter 1 of Division 2, Part 7 of
the California Labor Code, beginning with Section 1720, and including Section
1735, 1777.5 and 1777.6, forbidding discrimination, and Sections 1776,
1777.5 and 1777.6 concerning the employment of apprentices by Provider’s
contractor or subcontractors. Willful failure to comply may result in penalties,
including loss of the right to bid on or receive public works contracts.

7.2. As applicable, Provider's contractor and its subcontractor(s) shall be
registered with the Department of Industrial Relations pursuant to Labor Code
section 1725.5 and in accordance with Labor Code section 1771.1.

7.3. As applicable, Provider’s contractor and its subcontractor(s) shall upload
certified payroll records (“CPR”) electronically using California Department of
Industrial Relations’ (DIR) eCPR System by uploading the CPRs by electronic
XML file or entering each record manually using the DIR’s iform (or current
form) online on a weekly basis and within ten (10) days of any request by the
District or Labor Commissioner at http://www.dir.ca.gov/Public-
Works/Certified-Payroll-Reporting.html or current application and URL,
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showing the name, address, social security number, work classification,
straight time, and overtime hours worked each day and week, and the actual
per diem wages paid to each journeyman, apprentice, worker, or other
employee employed by Provider’s contractor and/or each subcontractor in
connection with the Work.

7.4. As applicable, Provider’s contractor shall perform the work of the Project while
complying with all the applicable regulations, including section 16000, et seq.,
of Title 8 of the California Code of Regulations and is subject to labor
compliance monitoring and enforcement by the Department of Industrial
Relations.

8. Other Terms of Agreement.

8.1. For the purposes of this Agreement, all references to the “State of California,”
“State,” and/or “Local Agency” in the CMAS Contract shall be interpreted to
apply to the District and all rights, duties and obligations with respect to the
“State of California,” “State,” and/or “Local Agency” under the CMAS Contract
shall apply to the District under this Agreement.

8.2. The parties acknowledge that each of them has fully discussed the contents of
this Agreement with their chosen representatives and/or legal counsel and
has had the benefit of legal counsel in negotiating and drafting the terms of
this Agreement. Accordingly, this Agreement shall not be construed as
having been drafted by one party or the other.

8.3. This Agreement and the attachments hereto and the documents specifically
incorporated into the Agreement by reference, constitute the entire
agreement between the District and Provider. No other promises,
agreements, or statements between the parties shall be binding unless made
in writing and signed by both parties.

8.4. In the event of any demand by Provider’s contractor for (A) a time extension,
including, without limitation, for relief from damages or penalties for delay
assessed by the District under the Agreement, (B) payment by the District of
money or damages arising from work done by, or on behalf of, Provider’s
contractor pursuant to the Agreement and payment of which is not otherwise
expressly provided for or to which Provider’'s contractor is not otherwise
entitled to, or (C) an amount of payment disputed by the District, the parties
shall attempt to resolve the dispute by those procedures set forth in Public
Contract Code section 9204 and/or Article 1.5 (commencing with section
20104) of Chapter 1, Part, 3, Division 2, of the Public Contract Code, if
applicable, the provisions of which are each attached hereto and incorporated
herein by this reference. If a claim, or any portion thereof, remains in dispute
upon satisfaction of all applicable dispute resolution requirements, the
Provider shall comply with all claims presentation requirements as provided in
Chapter 1 (commencing with section 900) and Chapter 2 (commencing with
section 910) of Part 3 of Division 3.6 of Title 1 of Government Code as a
condition precedent to Provider’'s right to bring a civil action against the
District. For purposes of those provisions, the running of the time within
which a claim must be presented to the District shall be tolled from the time
the Contractor submits its written claim until the time the claim is denied,
including any time utilized by any applicable meet and confer process.
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8.5.

8.6.

8.7.

8.8.

8.9.

Pending resolution of the dispute, Provider’s contractor and its subcontractors
shall continue to perform the Work under the Contract and shall not cause a
delay of the Work during any dispute, claim, negotiation, mediation, or
arbitration proceeding, except by written agreement of the District.

Each party shall bear its own costs and attorneys’ fees incurred in relation to
the drafting and negotiations of this Agreement, and any proceedings
connected to, arising or resulting from this Agreement.

This Agreement and the rights and obligations of the parties shall be
construed and interpreted in accordance with the laws of the State of
California. Any action or proceeding to enforce this agreement shall be
commenced and maintained in the County in which the District’s
administrative offices are located.

The parties agree to execute all such other documents and to take all such
other action as may be reasonably necessary to affect the purposes of this
Agreement.

This Agreement may be executed in several counterparts and shall be
deemed legally effective at such time as the counterparts duly executed on
behalf of all parties have been furnished and assembled. Signature of copies
and facsimile or electronic versions of this Agreement shall have the same
force and effect as signature of the original.

All notices to be given under this Agreement shall be in writing to the address
of the appropriate party as set forth below or as provided by written notice to
the other party.

[Signatures on Following Page.]

DIGITAL SCEPTER AGREEMENT PAGE 5
SOLANO COMMUNITY COLLEGE DISTRICT



IN WITNESS WHEREOF, the parties have executed this Agreement on the date(s)

indicated below.
District:

Solano Community College District
Attn: Lucky Lofton

Executive Bonds Manager

4000 Suisun Valley Road

Fairfield, CA 94534

Date: , 2017

Signed:

Name:

Title:

Provider:
Digital Scepter

Attn: [NAME AND/OR TITLE]
[ADDRESS]

Date: , 2017

Signed:

Name:

Title:

DIGITAL SCEPTER AGREEMENT
SOLANO COMMUNITY COLLEGE DISTRICT
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EXHIBIT “B”
Technology Goods and Quoted Price

ProjJECT SCOPE

1. PHASE1- DISCOVERY, DESIGN AND PROJECT MANAGEMENT

a. CLIENT - Provide diagrams, configurations, and login access as appropriate

b. CONTRACTOR/CLIENT - Establish migration strategy for firewall

c. CONTRACTOR/CLIENT - Accredit diagrams and finalize project plan

d. CONTRACTOR - Present project plan and schedule

e. CLIENT - Phase 1 sign off
2. PHASE 2 - CONFIGURATION STAGING

a. CLIENT - Rack and stack firewalls and configure management interfaces (Digital Scepter will assist with
configuring management interfaces remotely)
CONTRACTOR - Update firewalls to latest stable OS
CONTRACTOR - Configure zone protection profiles for “inside” and “outside” zones
CONTRACTOR - Configure LDAF server profiles
CONTRACTOR - Create security profiles and security profile groups observing Digital Scepter’s best-practice
configuration guidelines.

f.  CONTRACTOR - Configure authentication profiles for administrative and VPN use

g. CLIENT - Phase 2 sign off
3. PHASE 3 - FIREWALL MIGRATION

a. CLIENT - Implement change freeze on ASA firewall approximately one week prior to migration date. If change
freeze isn’t possible, we ask that we get a final copy of the configuration 24 hours prior to cutover to update any
configuration deltas.
CONTRACTOR - Migrate ASA configuration to PAN firewall
CONTRACTOR - Update security policies with best-practice configuration of security profiles
CONTRACTOR/CLIENT - Perform after-hours cutover from ASA to PAN firewall
CONTRACTOR/CLIENT - Validate site connectivity, including internet access and all services that are expected
to traverse the firewall (utilize information gathered in prerequisite step number 2)

f.  CLIENT - Phase 3 sign off
4. PHASE 4 - GLOBALPROTECT CONFIGURATION

o a0 o

o a0 o

a. CLIENT - Provide VPN subnet to issue to clients, user group allowed to authenticate, and ensure VPN subnet is
routable internally

b. CONTRACTOR - Configure GlobalProtect portal with single profile, on-demand mode

c. CONTRACTOR - Configure GlobalProtect gateway with single profile

d. CLIENT - Phase 4 sign off

5. PHASE 5 - DATACENTER VLAN MIGRATION

a.  CLIENT - Provide vlan details for server vlan that will be migrated to Palo Alto firewall
CONTRACTOR - Migrate up to 75 ACL’s to PAN firewall for server farm access
CONTRACTOR - Stage NAT changes that will be required at time of vlan migration due to zone change
CONTRACTOR/CLIENT - Migrate server SVl interface over to PAN firewall trunk interface
CONTRACTOR/CLIENT - For server farm only: Validate site connectivity, including internet access and all
services that are expected to traverse the firewall (utilize information gathered in prerequisite step number 2)

f.  CLIENT - Phase 5 sign off

o on o

CONTRACTOR RESPONSIBILITIES
Aside from the items cited in the Project Scope, Digital Scepter will provide the following ftems:

1. Remote and/or onsite cutover support for all project phases
2. Knowledge transfer on best practices for Panorama device group stacking and policy deployment
3. Digital Scepter’s best practice configuration based on licensed features for all security policies
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PREREQUISITES

1. CLIENT - Provide Digital Scepter with remote access to management IP of PAN using ports 80,443, 22. Provide CLI access
to neighboring switches and routers for running show commands.

2. CLIENT - Create document detailing all services that are public facing and provide a detailed testing plan that can be used
prior and post to phases that include a migration component. Only services tested prior to migration can be used as failure
criteria during post migration testing.

3. CLIENT - Have cables labeled in network room to simplify cutover

ProjecT TIME FRAME

Start Date: Ten (10) business days after Effective Date of SOW
End Date: Three (3) months after Effective Date of SOW

This engagement must commence within thirty (30) calendar days of the Effective Date, or Contractor reserves the right to modify the
pricing, terms and/or conditions herein. Delays beyond the reasonable control of Contractor may result in adjustment(s) to the
performance period, contract price, or both.

Unless specifically stated otherwise, the Services provided under this SOW shall only be performed Monday through Friday, 8:00AM
to 5:00PM local time (except 2 midweek cutovers executed outside business hours) excluding designated Contractor holidays (“Normal
Business Hours™). Non- Normal Business Hours Hourly rates in amounts set forth in Schedule 1, Schedule of Charges will be incurred
by the Client for each Site that the Parties mutually agree in writing.

Contractor Designated Holiday [Date Observed
New Year’s Day Jlanuary 1
Memorial Day [Last Monday in May
Independence Day JJuly 4
Labor Day 1st Monday in September
‘Thanksgiving Day 4th Thursday in November
Day After Thanksgiving 4th Friday in November
Christmas Eve December 24
Christmas Day December 25
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